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Solaris continued
security 499
service management facility see
service management facility
single-user mode 86
startup scripts 97-100
trusted extensions 922
volume manager 246
ZFS filesystem 161, 166-172,
208, 222, 232, 240, 242, 264-
274,316
solid state disks 206, 209-210,
212-213, 228
Solstice DiskSuite 246
Sony 303
Sophos email appliance 819, 853
sort command 34
source routing 473, 493, 499, 505,
508
/etc/apt/sources.list file 388
SOX (Sarbanes-Oxley Act) 946,
1223, 1225
spam 761-773
see also DKIM
see also email
appliances 853
backscatter 756, 765, 769
blacklists 766-792
danger of replying to 763
Exim 819-820
fighting 764-768
filtering 767
message checks 754

SSDs (solid state disks) 206, 209-
210, 212-213, 228, 300
SSH 926-930
authentication methods 926
brute-force attacks 930
forwarding for X 1017-1019
SSHFP DNS record 928
tunnels 929
X forwarding 1137
ssh client 926
sshd daemon 926
/etc/sshd_config file 927, 1137
SSHFP DNS records 594-595
sshfp utility 928
SSL (Secure Sockets Layer) 475,
801, 971-974
SSP (sender signing policy) 768
stackers, tape media 303
standard input 31-32
standards 1222-1229
application security 1226
child privacy protection 1223
CIP (Critical Infrastructure
Protection) 1224
CJIS (Criminal Justice Informa-
tion Systems) 1223
COBIT 1223
COPPA (Children’s Online Pri-
vacy Protection Act) 1223
credit card security 1224
disaster recovery planning
1226
DOCSIS 544

outsourcing services for 762
Pen-pals 756

Postfix 840-843

relaying 791-792

education sector 1223
EIA-606 546-547
Ethernet 453, 533
EU privacy 1224

robots 762
scanning for 761-773
Sender ID 767
sendmail 789-795
SpamAssassin 765
SPF 750, 767
whitelists 766
SpamAssassin 765, 769
SPARC architecture 12
Sparta DNSSEC tools 664
Spectra Logic 303
SPF (Sender Policy Framework)
590, 750, 767
SPF DNS records 590-591
split view DNS 617-618, 620-623
Squid web cache 974-976
SRV DNS records 587-588

FERPA (Family Educational
Rights and Privacy Act) 1223

FHS (Filesystem Hierarchy
Standard) 146

financial sector 1224

FISMA (Federal Information
Security Management Act)
947, 1223

GLBA (Gramm-Leach-Bliley
Act) 1224

government sector 1223

healthcare sector 1224

HIPAA (Health Insurance Por-
tability and Accountability
Act) 1224

identity theft prevention 1224

IEEE 802.* 533, 539-540, 542

standards continued

Internet 449-450

ISO/IEC 17799 see ISO/IEC
27002

ISO/IEC 27001 946, 1215, 1224

ISO/IEC 27002 1224

ITIL (Information Technology
Infrastructure Library) 1224-
1225

law enforcement sector 1223

NERC (North American Elec-
tric Reliability Corporation)
1224

network management 879-880

NIST (National Institute for
Standards and Technology)
1225-1226

NIST 800-34 1226

NIST 800-53 1226

PCI DSS (Payment Card Indus-
try Data Security Standard)
295, 946, 1224

red flag rule 1224

Safe Harbor 1224

security 945-947

SOX (Sarbanes-Oxley Act) 946,
1223, 1225

TIA/EIA-568A 536

Windows email and web com-
pliance 1141

wireless 542

wiring 546-547

X.500 728

standby generator 1221

star command 335

StarOffice 1140

Start of Authority (SOA) DNS re-

cords 579-581, 638

startup files 189-190
startup scripts 87-100

AIX 95-96
examples 90, 93
HP-UX 95

init and 78, 87,93
/etc/init.d directory 89-91, 93
NES server 699
Red Hat 91-93
sendmail 93
Solaris 97-100
SUSE 93-94
Ubuntu 94-95

startwpar command 1002
startx command 1013
statd daemon 694
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State University of New York (SU-

NY) Buffalo 1269
stateful inspection firewalls 934
static routes 466, 481-483, 521
static_routes file 483
static-routes file 488-489
statistics
BIND 676
CPU 1122
network 868-873
NES 710
sendmail 805
STD documents 450
sticky bit 154-155
STOP signal 125-126, 128
storage area networks 274-281
AIX 280-281
benefits of 1103
HP-UX 280
iSCSI 276-281
Linux 277-279
Solaris 279-280
utilization 1103
storage management see disks
Storage Technology 303
strace command 136
straight-through serial cables
1164-1165
STREAMS 509
striping (RAID 0) 239-240, 248,
253
stty command 1167, 1178, 1180
stunnel 930-932
su command 113
submission agents, email (MSA)
745
subnetting 458-461, 479, 495
Subversion 399-401
sudo command 113-116
/etc/sudoers file 114-116
Sun Microsystems 12
superblocks (filesystem) 257
superuser see root account
SUSE Linux 9, 11
documentation 19
named 683
network configuration 486-
487
svcadm command 98
svecfg command 99
svcs command 97, 494
svn command 400

svnserve daemon, Subversion 399

svnserve.conf file 399

swaks command 773, 828
swap command 264, 1125
swap space 222, 264
swapinfo command 264, 1125
swapon command 261, 264, 1125
/etc/swapspaces file 264
swatch 358
swinstall command 25, 377, 395
switch file 682
switches 534, 538-539, 543
swrole command 108
symbolic links 148, 151
symmetric multiprocessing (SMP)
1122
Sympa 761
sync command 101
sync system call 101, 258
synchronizing files
copying 721
rdist 722-725
rsync 725-727
wget/ftp/expect 727
/sys directory 438
/proc/sys directory 421
/etc/sysconfig directory 92-93,
487-488
sysctl command 422
/etc/sysctl.conf file 422, 492
syslog 344-351
see also log files
see also logging
actions 348
alternatives 351
architecture 345
central server 350
configuring 345-351, 355
debugging 351
and DNS logging 667-672
DOS attack via 349

facilities and severity levels 346

facility names 346

m4 preprocessor on Solaris 348

network logging configuration
349

restarting 345

security 349, 352

severity levels 347

/etc/syslog.conf file 345-351

syslogd daemon 345

time stamps 347
/etc/syslog.conf file 345-351, 807
syslogd daemon 345
syslog-ng replacement for syslog

351

/etc/system file 428-429
system administration 26

disaster recovery 298
essential tasks 4-6
GUI tools 6,13
Internet resources 20
toolbox 1095

system administrator

conferences 1229-1231

exit checklist 1209

firing 1208

happiness 1186

hiring 1207

history 1264-1273
interviewing 1208

legal considerations 1226-1229
priorities 1188-1189

roles and responsibilities 1189
skill sets 1195

time management 1196
training resources 1229-1231

system administrator management

see information technology (IT)
management

system configuration 404-411

see also hardware

see also Linux installation

see also system administration

cfengine 408

CIM (Common Information
Model) 410

LCFG (large-scale configura-
tion system) 409

management 408-411

Template Tree 2 410

System V printing 1045-1054

see also printing

accept command 1051

cancel command 1051

classes 1046

configuration 1048-1051
destinations 1046

disable command 1052
enable command 1052
interface programs 1052-1053
Ip command 1047

Ipadmin command 1048-1050
Ipmove command 1052
Ipsched command 1046
Ipsched daemon 1047

Ipshut command 1048

Ipstat command 1051

reject command 1051
troubleshooting 1053-1054
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System V UNIX 13
system-config-network com-
mand 487

T

tail command 36
tape drives, device names 420
tapes, backup
see also media, backup
4mm 301
8mm 301
AIT 302
AME 302
and multiple files 317
blocking factor 315
copying 316
DDS/DAT 301
device files 309
DLT/S-DLT 301
library, robotic 318
LTO 302
SAIT 302
stackers 303
VXA 302
tar command 315-316
target numbers (SCSI) 218
/etc/iscsi/targets file 280
TCP connection states 870
TCP wrappers 506
TCP/IP see IP
tcpdump command 875
tee command 35
telecommuting 1110
telinit command 89, 1175
temperature
data center 1087, 1108
effect on hard disks 211
office 1109
Template Tree 2 410
temporary files, removing 289
TERM environment variable 1178
TERM signal 125-127
termcap file 1172
Terminal Server service, Windows
1139
terminals
control 123
Linux 1175
pseudo 1170
setting options 1178-1180
Solaris 1176-1177
special characters 1177-1180

terminals continued
Ubuntu 1176
unwedging 1179-1180
terminators (SCSI) 217
terminfo file 1172
testing, system 406
testparm 1144
Texinfo 18
text editors 6-7
The Green Grid 1110
Third Brigade 919
Thompson, Ken 1265
threads, kernel 79
Thunderbird mail client 745
TIA (Telecommunications Indus-
try Association) 534
TIA/EIA-568A standard 536
ticketing systems 1191-1196
TightVNC 1138
Time Slider widget 269-270
time to live (TTL), packets 865
tip command 1181
TLS (Transport Layer Security)
475, 801
TLT/S-DLT tapes 301
/tmp directory 146, 232
TO_ICONNECT option, sendmail
803
Tomcat application server 961
tools, hardware 1095
top command 133-135,1123,1132
Torvalds, Linus 1271
traceroute command 865-867
Track-It! 1194
transfer-source option, DNS 623
transport agents, email 746
Transport Layer Security (TLS)
475, 801
Tridgell, Andrew 725, 1142
TRIM command (disks) 228
Troan, Erik 356
Trojan horses 903
Trojnara, Michal 930
Trouble Ticket Express 1193
troubleshooting
see also performance
Bacula 334-335
BIND 667-681
disk hardware 226-227
Exim 827-828
named 667-681
network hardware, cable ana-
lyzers 545
network hardware, sniffers 545

troubleshooting continued
network hardware, T-BERD
line analyzer 545
networks 544-545, 860-873
Postfix 844-845
printing 1053-1054, 1081~
1083
runaway processes 138-139
Samba 1152-1154
SCSI problems 218
sendmail 805-807
serial line 1180
sluggish system 1131-1133
Solaris kernel 430
syslog 351
wedged terminal 1179
X Window System 1026-1028
Xorg X server 1026-1028
Trusted AIX 922
TrustedUser sendmail user ac-
count 796
Ts’o, Theodore 255
tset command 1178, 1180
TSIG (transaction signatures) 623,
645-648
TSM (Tivoli Storage Manager) 336
TSTP signal 125-126, 128
TTL (time to live), packets 865
$TTL directive, DNS 575-576, 581
TTL for DNS resource records 576
/dev/tty device 35
ttyadm command 1177
ttydefs file 1176
ttymon command 1177
ttytype file 1172
tune2fs command 256, 259
tuning
AIX kernel 434
Linux kernel 421-423
NES 708
Tuxlogo 11
Tweedie, Stephen 255
TXT DNS records 588, 603
typeglobs, Perl 64
typographic conventions 13-14

U

Ubuntu Linux 10-11
documentation 19
named 682
network configuration 486
udev system 419, 437, 439
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udevadm command 438-439
udevd daemon 150, 419
UDP (User Datagram Protocol)
450
UFS filesystem 254
UIDs see user IDs
Ultr@VNC project 1138
umask command 158, 190
umount command 144-145, 261,
708
uname command 435
unbound-control commands 675
undeliverable messages, sendmail
803
uninterruptible power supplies
(UPSs) 1086, 1091, 1220
uniq command 35
units 14-15
University of California at Berkeley
1268
University of Colorado 1269
University of Maryland 1269
University of Utah 1269
UNIX
history of 1265-1273
origin of name 1266
reasons to choose 1113
vs. Linux 7-9
UNIX File System (UFS) 254
UNIX package management 393-
397
AIX 396
HP-UX 394
Image Packaging System 394
installp command 397
pkg tool for Solaris 394
Solaris 394
swinstall command for HP-UX
395
unlink system call 151
unshare command 271
unshielded twisted pair see UTP ca-
bles
unsolicited commercial email see
spam
unwedging terminals 1179
updatedb command 23
update-policy clause, DNS 641
update-rc.d command 94
updating zone files, DNS 640-642
upgrades 314-315
UPSs (uninterruptible power sup-
plies) 1086, 1091, 1220
Upstart daemon 94, 1176

uptime command 1123, 1132
Uptime Institute, The 1086
URI (Uniform Resource Identifier)
957
URL (Uniform Resource Locator)
957-958
protocols 958
URN (Uniform Resource Name)
957
USB disks 263, 300
US-CERT 948
use_cw_file feature, sendmail 784
USENIX Association 1229-1230,
1270
/etc/security/user file 185,195
user accounts
adding by hand 187-191
adding in bulk (Linux) 197
adding with useradd 191-197
AIX options 196
aliases, global (email) 178
authentication under Samba
1145
centralized management 201
daemon 118
disabling 200
email home 190
GECOS information 181
GIDs (group ID) 181
home directories 146, 182, 189,
233
hygiene 175
LDAP and AD 202
locking and unlocking 200
login names 176-178
login shell 182
managing with GUI tools 201
nobody (NFS) 118, 697
password encryption 179
passwords 188
policy agreements 191
pseudo-users 118, 180
RBAC 190
removing 198-199
roles and administrative privi-
leges 190
sendmail use of 796
shared 907
single sign-on systems 202
startup files 189
sys 118
testing 191
UIDs (user IDs) 180-181

user accounts continued

user management config files

192
user management tools 175,
192

vipw command 188
user agents, email 744
user IDs 105

inls output 155

real, effective, and saved 105
user management tools 175
user policy agreement 1227-1228
user workspaces, green strategies

for 1108-1110

/etc/user_attr file 108
/etc/default/useradd file 193, 195
useradd command 175, 187, 191

example 197

on AIX 195

on HP-UX 194

on Red Hat 193

on Solaris 194

on SUSE 193

on Ubuntu 192
useradd.local script 193
userdel command 175
userdel.local script 199
usermod command 184
usernames see user accounts
/usr directory 146
UTP cables 534-536, 545
UUIDs, for partitions 262
UW imapd IMAP server 747

\'}

van Rossum, Guido 67

Vantages DNSSEC framework 665

/var directory 146, 233

VAX 1268

vendor logos 11

vendors we like 550

Venema, Wietse 828,1171

Veritas 246, 251, 256, 336

/etc/vfstab file 143, 259-260, 263,
708, 711

vgcreate command 207-208, 248,
252

vgdisplay command 208, 248, 250,
252-253

vgextend command 252

vi editor 6, 30

view statement, DNS 617
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.vimrc file 189
vipw command 188
virsh command 997
virt-install command 993, 996
virt-manager application 993
virtual domains, Postfix 835-837
virtual hosts, web 967-971
virtual memory 1124-1125
Virtual Network Computing see
VNC protocol
virtual network interfaces 481
virtual terminals and X 1026
VirtualHost clause, Apache 971
virtualization
see also KVM
see also Xen
see also zones and containers
AIX workload partitions 1001-
1002
Amazon web services 1005~
1009
benefits of 988-989, 1103
challenges 1103
cloud computing 987
definition 983
hardware suggestions 990
history of 984
hypervisor 985
Integrity virtual machines
1003-1004
Linux 991-997
live migration 988
paravirtualization 986
types of 984-988
virtusertable feature, sendmail
786
virus scanning 761-773, 903
see also email
amavisd-new 769-773
testing 773
using Exim 818-819
using Postfix 840-843
using sendmail 794-795
visudo command 116
Vixie, Paul 287
Vixie-cron 287-288
VLANs 539
vmstat command 1121-1122,
1126-1127, 1132
VMware 1005, 1139
VNC protocol 1138
vncserver command 1138
volume groups see logical volume
management

volume snapshots 249, 259, 269-
271
VPNis (virtual private networks)
475-476, 942-944
IPsec tunnels 943
SSH tunnels 943
VRFY command 763
VT100 terminal 1175
vtysh command 524
VXA backup tapes 302
VXES filesystem 256-257

w

wait system call 124
Wall, Larry 7, 54
Ward, Grady 111
WBEM (Web-Based Enterprise
Management) standard 880
wc command 35
Web 2.0 956
web hosting 957-976
Apache 963-974
Apache configuration 965-974
Apache installation 964-966
application servers 960
caching server 974-976
CDN (content distribution net-
work) 978-979
certificates 972-974
CGI scripting 959
and cloud computing 978
co-location 978
content distribution network
(CDN) 978-979
embedded interpreters 959
1IS (Windows) 1141
load balancing 961-963
log files 966
performance 961-963, 967
proxy servers 974-976
security 960, 971-974
Squid cache 974-976
SSL 971-974
static content 967
virtual interfaces 967-971
WebLogic application server 961
WebSense 755
WebSphere application server 961
well-known ports 914, 933
WEP (Wired Equivalent Privacy)
543
wget command 23, 727

Whaley, Ben 1279
wheel group 113, 181
whereis command 23
which command 22
Wi-Fi Protected Access 543
Wikipedia 8
Win4Lin 1140
winbind Samba component 925,
1155
WINCH signal 125-126
Windows
see also Samba
accessing remote desktops
1136
ACLs 1146
Active Directoryauthentication
1154-1160
automounter 1147
backups 335
DFS (Distributed File System)
1147
dual booting 1140
email and web standards com-
pliance 1141
IMAP 1141
logging in from 1135
mounting Windows filesystems
1148
multibooting with LINUX 85
POP (Post Office Protocol)
1141
printing 1151-1152
RDP (Remote Desktop Proto-
col) 1138
running Linux programs from
1136-1137
running under VMware 1139
running Windows programs
under Linux 1139
sharing files 1142
SMTP 1141
Terminal Server service 1139
UNIX software running on
1141
VNC servers 1138
Wine project 1139
X forwarding 1137
X Window System servers
1137, 1141
xterm for 1141
Windows MBR 82, 233-235
Wine project 1139
WinSCP 1136
Wired Equivalent Privacy 543
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wireless networks 541-543
wireless networks see networks,
wireless

wireless standards 542
Wireshark packet sniffer 545, 877
wiring see network wiring
wiring standards 546-547
WKS DNS records 588
workload partitions 1001-1002
workstation

count per user 1109

sizing 1109

timeout 1109
World Wide Web

HTTP protocol 957-959

URIs 957

URLs 957

URNs 957
WPA see Wi-Fi Protected Access
WPAR see workload partitions
wrapper scripts for localization 413
write errors, disk 227
write hole (RAID 5) 238, 241-242

X

X display manager 1013-1014
X Window System 1011-1030
see also Xorg X server
architecture 1012
client authentication 1016—
1017
client/server model 1012
desktop environments 1028-
1030
DISPLAY environment vari-
able 1015, 1019
display manager 1013-1014
history 1011-1012
killing the X server 1026
magic cookies 1016
running an application 1014-
1019
security 1015-1019
security under Windows 1137
SSH and 1017-1019
startup files 189
troubleshooting 1026-1028
virtual terminals 1026
Windows servers 1137, 1141
X forwarding 1137
X server output 1027-1028
X11 see X Window System

xargs command 143

xauth command 1016

xdd tool 1129

Xdefaults file 189

xdm directory 1013

xdpyinfo command 1028

Xen 991-995
see also virtualization
configuration files 992
distribution support 991
dom0 991
live migration 994
virt-install command 993
virtual block devices 992
xend daemon 992
xm command 991, 994

xend daemon 992

XFree86 X Server 1011

xhost command 1016-1017

xinit command 1013

Xxinitrc file 189

xked.com 1087

xm command 991

xntpd command 130

XON/XOFF 1168

Xorg X server 1019-1024
configuring 1019-1024
debugging 1026-1028
logging 1027-1028
xdpyinfo command 1028
xorg.conf file 1019-1024
xorgconfig tool 1019
xrandr command 1025

xorg.conf file 1019-1024

xorgconfig tool 1019

XORP (eXtensible Open Router

Platform) 524

XPS 1070

xrandr command 1025

Xsession file 1014

~/.xsession file 1014

xtab file 699

xterm console emulator 1141

Y

Yahoo! Mail, 743

YaST 486

yast command 24

Yegge, Steve 7

Ylonen, Tatu 926

Yost wiring standard 1167
Yost, Dave 1167

[var/yp file 736-737
yp* commands 737-738
ypupdated daemon 738
yum command 24, 391

Z

Zebra routing daemon 523
Zend server 960
Zeus 963
zfs command 266-272
~/.zfs directory 269
ZFS filesystem 161, 166-172, 208,
222,232, 240, 242, 264-274, 316
ACLs 272
architecture diagram 265
properties 267-269
RAID-Z implementation 265-
266
raw volumes 271
snapshots and clones 269-271
storage pools 265, 272-274
Zimbra 745, 747, 853
Zimmermann, Phil 763, 925
zombie processes 124, 128, 130
zone statement, DNS 612-615
zoneadm command 999
zonecfg command 999
zones and containers 997-1001
see also virtualization
advanced features 1001
global zone 998
sparse 998
whole-root 998
zones, DNS 563
commands 574-575
files 574
linkage 596-597
transfers 564, 639-640
updating files 640-642
zone-statistics option, DNS 613
zpool command 208, 266, 272-274
zypper command 392
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A Brief History of
System Administration

From the desk of Dr. Peter H. Salus, technology historian

In the modern age, most folks have at least a vague idea what system administra-
tors do: work tirelessly to meet the needs of their users and organizations, plan
and implement a robust computing environment, and pull proverbial rabbits out
of many different hats. Although sysadmins are often viewed as underpaid and
underappreciated, most users can at least identify their friendly local sysadmin—
in many cases, more quickly than they can name their boss’s boss.

It wasn’t always this way. Over the last 40 years (and the 20-year history of this
book), the role of the system administrator has evolved hand-in-hand with UNIX
and Linux. A full understanding of system administration requires an under-
standing of how we got here and of some of the historical influences that have
shaped our landscape. Join us as we reflect on the many wonderful years.

THE DAWN OF COMPUTING: SYSTEM OPERATORS (1952-1960)

The first commercial computer, the IBM 701, was completed in 1952. Prior to the
701, all computers had been one-offs. In 1954, a redesigned version of the 701 was
announced as the IBM 704. It had 4,096 words of magnetic core memory and
three index registers. It used 36-bit words (as opposed to the 701’s 18-bit words)
and did floating-point arithmetic. It executed 40,000 instructions every second.
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But the 704 was more than just an update: it was incompatible with the 701. Al-
though deliveries were not to begin until late 1955, the operators of the eighteen
701s in existence (the predecessors of modern system administrators) were al-
ready fretful. How would they survive this “upgrade,” and what pitfalls lay ahead?

IBM itself had no solution to the upgrade and compatibility problem. It had
hosted a “training class” for customers of the 701 in August 1952, but there were
no textbooks. Several people who had attended the training class continued to
meet informally and discuss their experiences with the system. IBM encouraged
the operators to meet, to discuss their problems, and to share their solutions. IBM
funded the meetings and made available to the members a library of 300 com-
puter programs. This group, known as SHARE, is still the place (50+ years later)
where IBM customers meet to exchange information.'

FROM SINGLE-PURPOSE TO TIME SHARING (1961-1969)

Early computing hardware was physically large and extraordinarily expensive.
These facts encouraged buyers to think of their computer systems as tools dedi-
cated to some single, specific mission: whatever mission was large enough and
concrete enough to justify the expense and inconvenience of the computer.

If a computer was a single-purpose tool—let’s say, a saw—then the staff that main-
tained that computer were the operators of the saw. Early system operators were
viewed more as “folks that cut lumber” than as “folks that provide what’s neces-
sary to build a house” The transition from system operator to system administra-
tor did not start until computers began to be seen as multipurpose tools. The ad-
vent of time sharing was a major reason for this change in viewpoint.

John McCarthy had begun thinking about time sharing in the mid-1950s. But it
was only at MIT (in 1961-62) that he, Jack Dennis, and Fernando Corbato talked
seriously about permitting “each user of a computer to behave as though he were
in sole control of a computer”

In 1964, MIT, General Electric, and Bell Labs embarked on a project to build an
ambitious time-sharing system called Multics, the Multiplexed Information and
Computing Service. Five years later, Multics was over budget and far behind
schedule. Bell Labs pulled out of the project.

UNIX 1S BORN (1969-1973)

Bell Labs’ abandonment of the Multics project left several researchers in Murray
Hill, NJ, with nothing to work on. Three of them—Ken Thompson, Rudd Cana-
day, and Dennis Ritchie—had liked certain aspects of Multics but hadn’t been
happy with the size and the complexity of the system. They would gather in front
of a whiteboard to discuss design philosophy. The Labs had Multics running on

1. Although SHARE was originally a vendor-sponsored organization, today it is independent.
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its GE-645, and Thompson continued to work on it “just for fun” Doug Mcllroy,
the manager of the group, said, “When Multics began to work, the very first place
it worked was here. Three people could overload it”

In the summer of 1969, Thompson became a temporary bachelor for a month
when his wife, Bonnie, took their year-old son to meet his relatives on the west
coast. Thompson recalled, “I allocated a week each to the operating system, the
shell, the editor, and the assembler...it was totally rewritten in a form that looked
like an operating system, with tools that were sort of known; you know, assembler,
editor, shell—if not maintaining itself, right on the verge of maintaining itself, to
totally sever the GECOS’ connection...essentially one person for a month”

Steve Bourne, who joined Bell Labs the next year, described the cast-off PDP-7
used by Ritchie and Thompson: “The PDP-7 provided only an assembler and a
loader. One user at a time could use the computer...The environment was crude,
and parts of a single-user UNIX system were soon forthcoming...[The] assembler
and rudimentary operating system kernel were written and cross-assembled for
the PDP-7 on GECOS. The term UNICS was apparently coined by Peter Neu-
mann, an inveterate punster, in 1970." The original UNIX was a single-user sys-
tem, obviously an “emasculated Multics” But although there were aspects of
UNICS/UNIX that were influenced by Multics, there were also, as Dennis Ritchie
said, “profound differences.”

“We were a bit oppressed by the big system mentality;” he said. “Ken wanted to do
something simple. Presumably, as important as anything was the fact that our
means were much smaller. We could get only small machines with none of the
fancy Multics hardware. So, UNIX wasn't quite a reaction against Multics...Mul-
tics wasn’t there for us anymore, but we liked the feel of interactive computing that
it offered. Ken had some ideas about how to do a system that he had to work
out...Multics colored the UNIX approach, but it didn’t dominate it

Ken and Dennis’s “toy” system didn't stay simple for long. By 1971, user com-
mands included as (the assembler), cal (a simple calendar tool), cat (catenate and
print), chdir (change working directory), chmod (change mode), chown (change
owner), cmp (compare two files), cp (copy file), date, dc (desk calculator), du
(summarize disk usage), ed (editor), and over two dozen others. Most of these
commands are still in use.

By February 1973, there were 16 UNIX installations. Two big innovations had
occurred. The first was a “new” programming language, C, based on B, which was
itself a “cut-down” version of Martin Richards’ BCPL (Basic Combined Program-
ming Language). The other innovation was the idea of a pipe.

A pipe is a simple concept: a standardized way of connecting the output of one
program to the input of another. The Dartmouth Time-Sharing System had com-
munication files, which anticipated pipes, but their use was far more specific. The

2. GECOS was the General Electric Comprehensive Operating System.
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notion of pipes as a general facility was Doug McIlroy’s. The implementation was
Ken Thompsons, at MclIlroy’s insistence. (“It was one of the only places where I
very nearly exerted managerial control over UNIX,” Doug said.)

“It’s easy to say ‘cat into grep into... or ‘who into cat into grep’ and so on,” McIl-
roy remarked. “It’s easy to say and it was clear from the start that it would be
something youd like to say. But there are all these side parameters... And from
time to time I'd say ‘How about making something like this?” And one day I came
up with a syntax for the shell that went along with piping, and Ken said Tm going
to do it!”

In an a orgy of rewriting, Thompson updated all the UNIX programs in one night.
The next morning there were one-liners. This was the real beginning of the power
of UNIX—not from the individual programs, but from the relationships among
them. UNIX now had a language of its own as well as a philosophy:

e Write programs that do one thing and do it well.
e Write programs to work together.
e Write programs that handle text streams as a universal interface.

A general-purpose time-sharing OS had been born, but it was trapped inside Bell
Labs. UNIX offered the promise of easily and seamlessly sharing computing re-

sources among projects, groups, and organizations. But before this multipurpose
tool could be used by the world, it had to escape and multiply. Katy bar the door!

UNIX HITS THE BIG TIME (1974-1990)

In October 1973, the ACM held its Symposium on Operating Systems Principles
(SOSP) in the auditorium at IBM’s new T.J. Watson Research Center in Yorktown
Heights, NY. Ken and Dennis submitted a paper, and on a beautiful autumn day;,
drove up the Hudson Valley to deliver it. (Thompson made the actual presenta-
tion.) About 200 people were in the audience, and the talk was a smash hit.

Over the next six months, the number of UNIX installations tripled. When the
paper was published in the July 1974 issue of the Communications of the ACM, the
response was overwhelming. Research labs and universities saw shared UNIX sys-
tems as a potential solution to their growing need for computing resources.

According to the terms of a 1958 antitrust settlement, the activities of AT&T (par-
ent of Bell Labs) were restricted to running the national telephone system and to
special projects undertaken on behalf of the federal government. Thus, AT&T
could not sell UNIX as a product and Bell Labs had to license its technology to
others. In response to requests, Ken Thompson began shipping copies of the
UNIX source code. According to legend, each package included a personal note
signed “love, ken”
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One person who received a tape from Ken was Professor Robert Fabry of the Uni-
versity of California at Berkeley. By January 1974, the seed of Berkeley UNIX had
been planted.

Other computer scientists around the world also took an interest in UNIX. In
1976, John Lions (on the faculty of the University of New South Wales in Austra-
lia) published a detailed commentary on a version of the kernel called V6. This
effort became the first serious documentation of the UNIX system and helped
others to understand and expand upon Ken and Dennis’s work.

Students at Berkeley enhanced the version of UNIX they had received from Bell
Labs to meet their needs. The first Berkeley tape (1BSD, short for 1% Berkeley
Software Distribution) included a Pascal system and the vi editor for the PDP-11.
The student behind the release was a grad student named Bill Joy. 2BSD came the
next year, and 3BSD, the first Berkeley release for the DEC VAX, was distributed
in late 1979.

In 1980, Professor Fabry struck a deal with the Defense Advanced Research Proj-
ect Agency (DARPA) to continue the development of UNIX. This arrangement
led to the formation of the Computer Systems Research Group (CSRG) at Berke-
ley. Late the next year, 4BSD was released. It became quite popular, largely because
it was the only version of UNIX that ran on the DEC VAX 11/750, the commodity
computing platform of the time. Another big advancement of 4BSD was the intro-
duction of TCP/IP sockets, the generalized networking abstraction that spawned
the Internet and is now used by most modern operating systems. By the mid-
1980s, most major universities and research institutions were running at least one
UNIX system.

In 1982, Bill Joy took the 4.2BSD tape with him to start Sun Microsystems (now
part of Oracle America) and the SunOS operating system. In 1983, the court-or-
dered divestiture of AT&T began. One unanticipated side effect of the divestiture
was that AT&T was now free to begin selling UNIX as a product. They released
AT&T UNIX System V, a well-recognized albeit somewhat awkward commercial
implementation of UNIX.

Now that Berkeley, AT&T, Sun, and other UNIX distributions were available to a
wide variety of organizations, the foundation was laid for a general computing
infrastructure built on UNIX technology. The same system that was used by the
astronomy department to calculate star distances could be used by the applied
math department to calculate Mandelbrot sets. And that same system was simul-
taneously providing email to the entire university.

THE RISE OF SYSTEM ADMINISTRATORS

The management of general-purpose computing systems demanded a different
set of skills than those required just two decades earlier. Gone were the days of the
system operator who focused on getting a single computer system to perform a
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specialized task. System administrators came into their own in the early 1980s as
people who ran UNIX systems to meet the needs of a broad array of applications
and users.

Because UNIX was popular at universities, and because those environments in-
cluded lots of students who were eager to learn the latest technology, universities
were early leaders in the development of organized system administration groups.
Universities such as Purdue, the University of Utah, the University of Colorado,
the University of Maryland, and the State University of New York (SUNY) Buffalo
became hotbeds of system administration.

System administrators also developed an array of their own processes, standards,
best practices, and tools (such as sudo). Most of these products were built out of
necessity; without them, unstable systems and unhappy users were the result.

Evi Nemeth became known as the “mother of system administration” by recruit-
ing undergraduates to work as system administrators to support the Engineering
College at the University of Colorado. Her close ties with folks at Berkeley, the
University of Utah, and SUNY Buffalo created a system administration commu-
nity that shared tips and tools. Her crew, often called the “munchkins” or “Evi
slaves” attended USENIX and other conferences and worked as on-site staff in
exchange for the opportunity to absorb information at the conference.

It was clear early on that system administrators had to be rabid jacks of all trades.
A system administrator might start a typical day in the 1980s by using a wire-
wrap tool to fix an interrupt jumper on a VAX backplane. Mid-morning tasks
might include sucking spilled toner out of a malfunctioning first-generation laser
printer. Lunch hour could be spent helping a grad student debug a new kernel
driver, and the afternoon might consist of writing backup tapes and hassling users
to clean up their home directories to make space in the filesystem. A system ad-
ministrator was, and is, a fix-everything, take-no-prisoners guardian angel.

The 1980s were also a time of unreliable hardware. Rather than living on a single
silicon chip, the CPUs of the 1980s were made up of several hundred chips, all of
them prone to failure. It was the system administrator’s job to isolate failed hard-
ware and get it replaced, quickly. Unfortunately, these were also the days before it
was common to FedEx parts on a whim, so finding the right part from a local
source was often a challenge.

In one case, our beloved VAX 11/780 was down, leaving the entire campus with-
out email. We knew there was a business down the street that packaged VAXes to
be shipped to the (then cold-war) Soviet Union “for research purposes.” Desper-
ate, we showed up at their warehouse with a huge wad of cash in our pocket, and
after about an hour of negotiation, we escaped with the necessary board. At the
time, someone remarked that it felt more comfortable to buy drugs than VAX
parts in Boulder.
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SYSTEM ADMINISTRATION DOCUMENTATION AND TRAINING

As more individuals began to identify themselves as system administrators—and
as it became clear that one might make a decent living as a sysadmin—requests
for documentation and training became more common. In response, folks like
Tim O’Reilly and his team (then called O’Reilly and Associates, now O’'Reilly Me-
dia) began to publish UNIX documentation that was based on hands-on experi-
ence and written in a straightforward way.

As a vehicle for in-person interaction, the USENIX Association held its first con-
ference focused on system administration in 1987. This Large Installation System
Administration (LISA) conference catered mostly to a west coast crowd. Three
years later, the SANS (SysAdmin, Audit, Network, Security) Institute was estab-
lished to meet the needs of the east coast. Today, both the LISA and SANS confer-
ences serve the entire U.S. region, and both are still going strong.

In 1989, we published the first edition of this book, then titled UNIX System Ad-
ministration Handbook. It was quickly embraced by the community, perhaps be-
cause of the lack of alternatives. At the time, UNIX was so unfamiliar to our pub-
lisher that their production department replaced all instances of the string “etc”
with “and so on,” resulting in filenames such as /and so on/passwd. We took ad-
vantage of the situation to seize total control of the bits from cover to cover, but
the publisher is admittedly much more UNIX savvy today. Our 20-year relation-
ship with this same publisher has yielded a few other good stories, but we’ll omit
them out of fear of souring our otherwise amicable relationship.

UNIX HUGGED TO NEAR DEATH, LINUX IS BORN (1991-1995)

By late 1990, it seemed that UNIX was well on its way to world domination. It was
unquestionably the operating system of choice for research and scientific comput-
ing, and it had been adopted by mainstream businesses such as Taco Bell and
McDonald’s. Berkeley’s CSRG group, then consisting of Kirk McKusick, Mike
Karels, Keith Bostic, and many others, had just released 4.3BSD-Reno, a pun on
an earlier 4.3 release that added support for the CCI Power 6/32 (code named
“Tahoe”) processor.

Commercial releases of UNIX such as SunOS were also thriving, their success
driven in part by the advent of the Internet and the first glimmers of e-commerce.
PC hardware had become a commodity. It was reasonably reliable, inexpensive,
and relatively high-performance. Although versions of UNIX that ran on PCs did
exist, all the good options were commercial and closed source. The field was ripe
for an open source PC UNIX.

In 1991, a group of developers that had worked together on the BSD releases
(Donn Seeley, Mike Karels, Bill Jolitz, and Trent R. Hein), together with a few
other BSD advocates, founded Berkeley Software Design, Inc. (BSDI). Under the
leadership of Rob Kolstad, BSDI provided binaries and source code for a fully
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functional commercial version of BSD UNIX on the PC platform. Among other
things, this project proved that inexpensive PC hardware could be used for pro-
duction computing. BSDI fueled explosive growth in the early Internet as it be-
came the operating system of choice for early Internet service providers (ISPs).

In an effort to recapture the genie that had escaped from its bottle in 1973, AT&T
filed a lawsuit against BSDI and the Regents of the University of California in
1992, alleging code copying and theft of trade secrets. It took AT&T’s lawyers over
two years to identify the offending code. When all was said and done, the lawsuit
was settled and three files (out of more than 18,000) were removed from the BSD
code base.

Unfortunately, this two-year period of uncertainty had a devastating effect on the
entire UNIX world, BSD and non-BSD versions alike. Many companies jumped
ship to Microsoft Windows, fearful that they would end up at the mercy of AT&T
as it hugged its child to near-death. By the time the dust cleared, BSDI and the
CSRG were both mortally wounded. The BSD era was coming to an end.

Meanwhile, Linus Torvalds, a Helsinki college student, had been playing with
Minix and began writing his own UNIX clone.’ By 1992, a variety of Linux distri-
butions (including SuSE and Yggdrasil Linux) had emerged. 1994 saw the estab-
lishment of Red Hat and Linux Pro.

Multiple factors have contributed to the phenomenal success of Linux. The strong
community support enjoyed by the system and its vast catalog of software from
the GNU archive make Linux quite a powerhouse. It works well in production
environments, and some folks argue that you can build a more reliable and per-
formant system on top of Linux than you can on top of any other operating sys-
tem. It’s also interesting to consider that part of Linux’s success may relate to the
golden opportunity created for it by AT&T’s action against BSDI and Berkeley.
That ill-timed lawsuit struck fear into the hearts of UNIX advocates right at the
dawn of e-commerce and the start of the Internet bubble.

But who cares, right? What remained constant through all these crazy changes
was the need for system administrators. A UNIX system administrator’s skill set is
directly applicable to Linux, and most system administrators guided their users
gracefully through the turbulent seas of the 1990s. That’s another important char-
acteristic of a good system administrator: calm during a storm.

A WORLD OF WINDOWS (1996-1999)

Microsoft first released Windows NT in 1993. The release of a “server” version of
Windows, which had a popular user interface, generated considerable excitement
just as AT&T was busy convincing the world that it might be out to fleece every-
one for license fees. As a result, many organizations adopted Windows as their

. Minix is a PC-based UNIX clone developed by Andrew S. Tanenbaum, a professor at the Free Univer-
sity in Amsterdam.
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preferred platform for shared computing during the late 1990s. Without question,
the Microsoft platform has come a long way, and for some organizations it is the
best option.

Unfortunately, UNIX, Linux, and Windows administrators initially approached
this marketplace competition in an adversarial stance. “Less filling” vs. “tastes
great” arguments erupted in organizations around the world.* Many UNIX and
Linux system administrators started learning Windows, convinced theyd be put
out to pasture if they didn’t. After all, Windows 2000 was on the horizon. By the
close of the millennium, the future of UNIX looked grim.

UNIX AND LINUX THRIVE (2000-PRESENT)

As the Internet bubble burst, everyone scrambled to identify what was real and
what had been only a venture-capital-fueled mirage. As the smoke drifted away, it
became clear that many organizations with successful technology strategies were
using UNIX or Linux along with Windows rather than one or the other. It wasn’t a
war anymore.

UNIX and Linux system administrators who had augmented their skills with
Windows became even more valuable. They were able to bridge the gap between
the two worlds and leverage both for the benefit of the organization. A number of
evaluations showed that the total cost of ownership (TCO) of a Linux server was
significantly lower than that of a Windows server, a metric that matters in rough
economic times.

Today, UNIX and Linux are thriving. Commercial variants of UNIX, including
AIX, Solaris, and HP-UX, have continued to meet the needs of their respective
markets. Linux and PC-based UNIX variants have continued to expand their
market share, with Linux being the only operating system whose market share on
servers is growing at the time of this writing (spring 2010). Not to be left out,
Apple’s current operating system, Mac OS X, is also based on UNIX.?

Much of the recent growth in UNIX and Linux has occurred in the domain of
virtualized and cloud computing. (See Chapter 24, Virtualization, for more infor-
mation about these technologies.) Once again, these environments all share one
thing in common: systems administrators. Your skills as a system administrator
apply whether the box is physical or virtual!

UNIX AND LINUX TOMORROW

No matter what developments await UNIX and Linux over the next few years, one
thing is certain: UNIX and Linux need you! System administrators hold the

. Just for the record, Windows is indeed less filling.

. Even Apple’s iPhone runs a stripped-down cousin of UNIX, and Google’s Android operating system

includes abstractions from the Linux kernel.
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world’s computing infrastructure together, solve the hairy problems of efficiency
and scalability, and provide expert technology advice to users and managers alike.

We are system administrators. Hear us roar!
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In Defense of AIX

A dialog with Dan Foster

AIX has been around since the 1980s, but this edition is the first to include it as an
example system. We considered adding AIX to several previous editions, but al-
ways judged it to be too different from other versions of UNIX—and perhaps a bit
too peculiar—to fit comfortably alongside them.

We wanted to welcome AIX with open arms. Nevertheless, careful readers may
notice a certain consistency of tone regarding AIX, a tone that is not altogether
laudatory. Like an unhousebroken puppy, AIX always seems to be doing some-
thing wrong and never quite understanding why everyone seems so upset.

We feel bad; who likes to yell at a puppy? To help balance the scales, we asked Dan
Foster, one of our technical reviewers from the AIX world, to weigh in on AIX’s
good side. Herewith, our indictment against AIX, and Dan’s response.

OUR WILD ACCUSATIONS

AIX is an IBM mainframe operating system of the 1970s that is cruelly trapped in
the body of a UNIX system. Although the UNIX plumbing keeps the system run-
ning, AIX has no particular interest in being UNIX or in following UNIX conven-
tions. It employs a variety of hairpieces, corsets, and makeup kits to project an
image more consistent with IBM’s taste. It's an open, modular system that longs to
be closed and monolithic.

Those who approach AIX as UNIX will discover a series of impediments. AIX
does not really trust administrators to understand what they are doing or to di-
rectly modify the system. Instead of simplicity, modularity, and flexibility, AIX
offers structure. Considerable engineering effort has been spent to catalog admin-
istrative operations and to collect them into the System Management Interface
Tool (SMIT). If what you need isn't in the catalog...well, don’t you worry your
pretty little head about that.

Unfortunately, SMIT isn’t AIX’s only added layer of indirection. SMIT operations
map to shell commands, so every SMIT operation requires a dedicated command
that implements it in one step. Hence, the rich profusion of command families
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(such as crfs/chfs/rmfs) that implement predefined recipes. These commands
add complexity and overhead without creating much value; other UNIX systems
do just fine without them.

Because administrative operations are mediated through software, AIX sees no
need to store information in text files. Instead, it’s squirreled away in a variety of
binary formats and logs, most notably the Object Data Manager. Sysadmins can
use generic ODM commands to inspect and modify this data, but that’s some-
thing of a black art, and it’s generally discouraged. Overall, the ODM is a dark and
mysterious continent with many backwaters, much like the Windows registry.

If one persists in cutting away at AIX’s carapace, one does eventually discover a
sad little UNIX homunculus lying contorted therein. But it’s not a healthy crea-
ture; it’s wrinkled with age, its skin pale from lack of exposure to the outside world
and to the last few decades of UNIX advancements. Clearly, IBM considers the
real action to be somewhere other than the UNIX mainstream.

DAN FOSTER’S CASE FOR THE DEFENSE

Ouch! You don't paint a very charitable picture. However, I think it’s fair to char-
acterize many of your objections as “not invented here” syndrome; in other words,
as resistance to anything that doesnt toe the standard UNIX line.

There’s some validity to your general point that AIX aspires to be more than just
another UNIX clone. That’s not necessarily bad. AIX is not for cowboys. It’s de-
signed to facilitate reliability, consistency, and ease of administration. It has differ-
ent goals from other UNIX systems, so it looks and feels a bit different, too.

AIX draws a variety of useful tools from IBM’s mainframe and AS/400 systems.
For example, it uses a centralized error logging facility that applications can easily
hook into through an API. That system facilitates error reporting, administrator
notification, and problem diagnosis. Syslog tries to implement some of these fea-
tures for UNIX generally, but as this book’s many sections on logging show, it’s not
consistently used. (Years later, Sun adopted a similar approach with the fault man-
agement daemon, fmd, in Solaris 10.)

Another case in point is hardware management. AIX gives you centralized diag-
nostic tools for just about any supported device. It even logs repair actions (which,
in some cases, can disable fault LEDs and generate issue-resolution notifications),
thus providing an audit trail. The system is easy to extend through callback hooks,
but it doesn’t leave you on your own as most versions of UNIX do.

To address one of your specific complaints, task-specific commands are a feature,
not a bug! They benefit administrators in several ways.

e Aseven your own example shows, AIX command sets are named clearly
and consistently. That can’t be said of UNIX generally. mk* commands
create entities, rm* commands remove them, ch* commands modify
them, and Is* commands show you the current state. These structured



1276

UNIX and Linux System Administration Handbook

command families yield predictable results and reduce the time needed
for training. They make it less likely that you'll use the wrong command
during a 2:00 a.m. emergency while you’re bleary-eyed and new to AIX.
(SMIT menus help here too, of course.)

e Commands can validate their arguments; configuration files cannot. A
wrapper command can ensure that a proposed change won’t break the
system. If it would, the command can complain or refuse to make the
change. That’s much nicer than discovering problems the hard way when
things break randomly after a configuration file change.

e Task-specific commands facilitate scripting. Not only do they combine
functions and validate arguments, but they also relieve scripts of the
need to parse and manage complex configuration files. That makes
scripts shorter, more reliable, and easier to maintain (and teach!). Think
of these commands as a high-level administration library that’s built into
the operating system and that works with every scripting language.

e The provision of a defined administrative interface reduces dependen-
cies on particular file formats or implementations. It frees IBM to
change its back ends and to introduce new technologies without break-
ing legacy scripts. For example, the ODM currently stores its data in
Berkeley DB files. However, IBM could easily change the ODM to use
LDAP or some other future technology while keeping the ODM com-
mands and user interface the same.

And don't be a SMIT-hater! SMIT is a flexible system that implements a variety of
interfaces (X11, web page, command-line client). That flexibility means you can
use the same general interface whether you're sitting at a desktop machine or
working from home late at night.

SMIT simplifies complex procedures and gets novice administrators up to speed
quickly. It’s been used and maintained for many years and has undergone a variety
of user interface studies aimed at improving it. It’s easy to use regardless of your
familiarity with UNIX in general or AIX in particular. And it’s a great learning
tool, even for experienced administrators. You can fill out a SMIT form with your
desired values and have SMIT show you the exact command it would run to im-
plement your request. There’s nothing like this on any other system, and it’s great.

As for AIX not “really” being UNIX, that simply isn’t true. AIX was originally
based on BSD, and some vestiges of that era (such as AIX’s use of mbufs in its
networking stack) remain even in today’s systems. Later editions were refocused
on the System V base. AIX has been certified as conforming to the Single Unix
Specification (SUS), X/Open, and POSIX standards. IBM has also exploited
UNIX’s legendary portability to bring AIX to systems ranging from PS/2 PCs to
mainframes. The Deep Blue system (an IBM HPC supercomputing cluster) that
beat chess grand master and world champion Garry Kasparov in widely publi-
cized human-vs.-computer chess matches in 1996 and 1997 ran AIX!
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This book was for the most part written and produced on Windows systems. We
used Adobe FrameMaker for layout and a variety of other Adobe applications for
illustrations and production. Some contributors ran FrameMaker under Wine on
Linux systems (see page 1139). One author ran FrameMaker on a virtualized
Windows system under Mac OS X. (See tinyurl.com/vmwrite for details.) These
virtualized environments worked well.

Lisa Haney drew the interior cartoons with a 0.05mm Staedtler pigment liner,
then scanned them and converted them to 1200dpi bitmaps. The cover artwork
was executed on black Ampersand Clayboard (a scratchboard) with Dr. Martin’s
Dyes for color. After scanning, the cover art was color-corrected in Photoshop
and the layout completed in Adobe Illustrator.

The body text is Minion Pro, designed by Robert Slimbach. Headings, tables, and
illustrations are set in Myriad Pro SemiCondensed by Robert Slimbach and Carol
Twombly, with Fred Brady and Christopher Slye.

For “code” samples, we have long sought a fixed-width font that looks similar to
Courier but that lacks Courier’s many typesetting problems. Our search remains
fruitless. In this book, we use Peter Matthias Noordzij’s proportional-width PMN
Caecilia and line up columns manually with tabs. Unfortunately, Caecilia is miss-
ing some characters needed for technical typesetting, and its italic version is no-
ticeably slimmer than its roman.

This edition marks the first time that the authors have all worked on a shared tree
of source files. In the past, the sticking point has been FrameMaker’s binary file
format, which makes it impossible to merge multiple sets of revisions. For this
edition, we used an unholy combination of Subversion (page 399), TortoiseSVN
(page 401), Miramo’s free DZbatcher utility (datazone.com), and home-grown
Perl scripts to keep the authoritative documents in FrameMaker’s second-class
MIF format, an XML-like alternative. This scheme sort of works, but it requires
that everyone use the same version of FrameMaker and that at least one team
member have a working knowledge of MIF.
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